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HOSPITAL

USE CASE

Secure HIPAA Compliant
Controlled File Sharing

Who:

+ Government-run hospital that is a global leader in geriatric
residential living, healthcare, research, innovation, and
education, with a special focus on brain health and aging.

Need:

+ Secure, HIPAA-compliant remote access and file sharing for
their legal and research departments.

Due to recent price increase and budget constraints, they
needed a cost-effective alternative to their existing solution.

Needed an easy-to-use, secure and compliant solution to
share consent and collaboration documents with patients
and other hospitals.

Needed a way for IT to control sharing of sensitive patient
information and limit file shares to 30 days maximum.

Fileflex Enterprise Solution Provided:

+ Provided their research and legal departments, secure sharing
of files located anywhere on the hospital's multi-domain
hybrid-IT infrastructure of on-premises, cloud-hosted and
SharePoint storage.
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+ Was a fraction of the cost of their existing solution providing
significant cost savings to the hospital.

Provided both users and IT control over share permissions
meeting the requirement to limit file shares to 30 days
maximum.

Provided the ability to restrict sharing and access of PHI,
Pll, and hospital confidential information to ‘access-only’
(no sharing) and ‘view-only’ (no downloading) with other
hospitals when required.

« Provided the hospital an easy way to share large folders that
contained x-ray and digital imaging files.

Provided the hospital zero trust secure processes and
robust security over sharing.

Provided the hospital an activity log over all remote access
and sharing activities.

+ Provided the hospital an IT management toolkit to control
file sharing for their organization.

Supported the hospital’s need to protect PHI and comply
with HIPAA equivalent requirements.
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